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E - Safety Policy 

Developing and Demonstrating an e-safety culture 

The designated people responsible for E-Safety are:  

Mrs K Godfrey (Principal/ Designated Safeguarding Lead) 

Miss J Upton  (ICT Subject Lead / E – Safety Co-ordinator) 

E-Safety depends on effective practice at a number of levels: 

 Responsible ICT use by all staff and pupils: encouraged by education, training and 

development for all users and made explicit through published policies. 

 Sound implementation of the e-safety policy in both administration and curriculum, 

including secure academy network design and use. 

 Safe and secure broadband including the effective management of content filtering.  

 National Education Network standards and specifications.  

Teaching and learning 

 The purpose of Internet use in Gooseacre Primary Academy is to raise educational 
standards, to promote pupil achievement, to support the professional work of staff and 
to enhance the academy’s management information and business administration 
systems. 

 Internet use is a part of the statutory curriculum and a necessary tool for staff and 
pupils.  

 The Internet is an essential element in 21st century life for education, business and 
social interaction. The academy has a duty to provide students with quality Internet 
access as part of their learning experience.  

 Pupils use the Internet widely outside academy and will need to learn how to evaluate 
Internet information and to take care of their own safety and security. 

 

Benefits of using the Internet in education include: 

 access to world-wide educational resources including museums and art galleries; 
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 educational and cultural exchanges between pupils world-wide through the video-
conferencing; 

 access to experts in many fields for pupils and staff;  

 professional development for staff through access to national developments, 
educational materials and effective curriculum practice;  

 collaboration with support services, professional associations and colleagues; 

 improved access to technical support including remote management of networks 
and automatic system updates; 

 exchange of curriculum and administration data. 

 access to learning wherever and whenever convenient. 

  

The Internet enhancing learning 

 Pupils will be taught what Internet use is acceptable and what is not and given clear 
objectives for Internet use.  

 Internet access will be planned to enrich and extend learning activities.  

 Staff should guide pupils in on-line activities that will support the learning outcomes 
planned for the pupils’ age and maturity. 

 Pupils will be educated in the effective use of the Internet in research, including the 
skills of knowledge location, retrieval and evaluation. 

 

Pupils will be taught how to evaluate Internet content 

The academy will ensure that the use of Internet derived materials by staff and pupils 
complies with copyright law. 

Pupils should be taught to be critically aware of the materials they read and shown how 
to validate information before accepting its accuracy. 

 

Pupils in KS1 and KS2 will be taught about E-safety each term following BCC guidance and 
schemes of work. Pupils will be taught that the following are not permitted with academy 
and the community; displaying offensive messages or pictures, using obscene language, 
harassing, insulating or attacking others (whether on or off academy premises or 
within/outside of normal academy hours), damaging computers, computer systems or 
computer networks, violating copyright laws, using other people’s logon/passwords, 
trespassing in others’ folders, work or files, intentionally wasting limited resources.  

 

The academy will run the nationally recognised ‘Think u know’ e-safety and then use the 
guidance and material to support e-safety teaching and learning within academy.  

 

Pupils should be directed to specific websites checked by their teacher and use a child 
friendly safe search when possible e.g www.askkids.com or http://kids.yahoo.com  

http://www.askkids.com/
http://kids.yahoo.com/
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2.5 e-safety and portable equipment 

 
This section covers all portable equipment whether owned by the academy or by other 
persons and brought onto academy grounds. Section 2 of the e-Safety Policy can be read 
with reference to portable equipment.  

The academy provides portable ICT equipment such as laptop computers, word processors, 
digital microscopes and digital cameras to enhance the children’s education and to allow 
staff to make efficient use of such equipment to enhance their own professional activities.  

 No portable equipment or devices will be used to harm or embarrass another person.  

 No portable equipment or devices will be used to bully or intimidate another person.  

Equipment such as laptop computers are encouraged to be taken offsite for use by staff in 
accordance with the ICT Code of Conduct for Staff. Staff are required to sign a disclaimer 
accepting full responsibility for the equipment in their care, and that the equipment is fully 
insured from the moment it leaves the academy premises.  

No files should be transported off the academy site on a memory stick, laptop or similar that 
contain any personal information about a pupil or staff including a pupil or staff’s full name.  

 All files leaving the academy site should be encrypted and should only be accessible using a 
‘strong’ password. A strong password:  

 

- Needn’t be a word at all. It can be a combination of letters, numbers and keyboard 
symbols.  

- Is at least seven characters long. Longer passwords are harder to guess or break.  

- Does not contain your user name, real name, or company name.  

- Contains a mix of upper and lower case letters, numbers and keyboard symbols (i.e. ` ~ ! @ 
# $ % ^ & * ( ) _ + - = { } | [ ] \ : " ; ' < > ? , . /).  

- Is changed regularly. 
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3  Managing Internet Access 

3.1  Information system security  

Academy ICT systems capacity and security will be reviewed regularly.  

Virus protection will be updated regularly. 

Security strategies will be discussed regularly. 

 

3.2  E-mail  

Pupils may only use approved e-mail accounts on the academy system. 

Pupils must immediately tell a teacher if they receive offensive e-mail. 

Pupils must not reveal personal details of themselves or others in e-mail 
communication, or arrange to meet anyone without specific permission. 

E-mail sent to an external organisation should be written carefully and authorised 
before sending, in the same way as a letter written on academy headed paper.  

The forwarding of chain letters is not permitted. 

3.3  Published content and the academy web site 

The contact details on the Web site should be the academy address, e-mail and 
telephone number. Staff or pupils’ personal information will not be published.  

The Executive Principal / Head of Academy will take overall editorial responsibility 
and ensure that content is accurate and appropriate.  

3.4  Publishing pupil’s images and work  

Photographs that include pupils will be selected carefully and will not enable 
individual pupils to be clearly identified.   

Pupils’ full names will not be used anywhere on the Web site or Blog, particularly in 
association with photographs. 

Written permission from parents or carers will be obtained before photographs of 
pupils are published on the academy Web site. 

Pupil’s work can only be published with the permission of the pupil and parents.  

3.5  Social networking and personal publishing 

The academy will block/filter access to social networking sites.   

Newsgroups will be blocked unless a specific use is approved. 

Pupils will be advised never to give out personal details of any kind which may 
identify them or their location.   

Pupils should be advised on security and encouraged to set passwords, deny access 
to unknown individuals and instructed how to block unwanted communications. 
Pupils should be encouraged to invite known friends and deny access to others. 

Pupils and parents will be advised that the use of social network spaces outside 
academy is inappropriate for primary aged pupils. 
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Staff should be aware that academy does not condone staff/pupil social media 
friendships. This could lead to internal and external investigations. 

 

3.6  Managing filtering 

The academy will work with Reach4 Academy Trust, the LA, DfES and the Internet 
Service Provider to ensure systems to protect pupils are reviewed and improved. 

If staff or pupils discover an unsuitable site, it must be reported to the e-Safety 
Coordinator. 

Senior staff will ensure that regular checks are made to ensure that the filtering 
methods selected are appropriate, effective and reasonable.  

 

3.7 Managing internet at home 

 
Parents and Carers will be advised to contact their own Internet Service Providers to explore 
home filtering and child controls  
 
Parents are advised not allow their child unsupervised access to the internet.  
 

3.8  Managing videoconferencing 

IP videoconferencing should use the educational broadband network to ensure 
quality of service and security rather than the Internet.   

Pupils should ask permission from the supervising teacher before making or 
answering a videoconference call. 

Videoconferencing will be appropriately supervised for the pupils’ age. 

3.9  Managing emerging technologies 

Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out before use in academy is allowed. 

Mobile phones will not be used during lessons or formal academy time. The sending 
of abusive or inappropriate text messages is forbidden. 

Staff will be issued with an academy phone where contact with pupils is required. 

Mobile phones belonging to pupils should be placed in the school office until the end     

of the school day, when they may be collected. 

3.10 Protecting personal data & Data transfer 

Personal data will be recorded, processed, transferred and made available according to the 
Data Protection Act 1998. 

Encrypted USB memory sticks should be used to transfer files between home and academy.  

Staff are expected to check files brought into academy are free from viruses.  
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4  Policy Decisions 

4.1  Authorising Internet access 

All staff must read and sign the ‘Acceptable ICT Use Agreement’ before using any 
academy ICT resource. 

The academy will keep a record of all staff and pupils who are granted Internet 
access. The record will be kept up-to-date, for instance a member of staff may leave 
or a pupil’s access be withdrawn.  

Parents will be informed that pupils will be provided with supervised internet   

access. 

Parents will be asked to sign and return a consent form.  

4.2  Assessing risks 

The academy will take all reasonable precautions to ensure that users access only 
appropriate material. However, due to the international scale and linked nature of 
Internet content, it is not possible to guarantee that unsuitable material will never 
appear on a academy computer. Neither the academy nor Navigate Academies Trust 
can accept liability for the material accessed, or any consequences of Internet 
access.   

The academy will audit ICT provision to establish if the e-safety policy is adequate 
and that its implementation is effective.  

4.3  Handling e-safety complaints  

 
Complaints of Internet misuse will be dealt with initially by the e-Safety Coordinator (Miss J 
Upton / Mrs K Godfrey)  

All e-Safety incidents will be recorded in the ‘e- Safety Incident Record.  

A copy of the e-Safety Incident Record will be sent to the Principal, the safeguarding lead 
and Astrea Academies Trust. One copy will be stored in the pupil or staffs file. One copy will 
be kept by the e-Safety Coordinator.  

 

Any complaint about staff misuse must be referred to the Principal 

Complaints of a child protection nature must be dealt with in accordance with academy 
child protection procedures.   

Pupils and parents will be informed of the complaints procedure. 

Discussions will be held with the Police Youth Crime Reduction Officer to establish 
procedures for handling potentially illegal issues. 

 

4.4  Community use of the Internet 
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The academy will liaise with local organisations to establish a common approach to 
e-safety.  

 

5  Communications Policy 

5.1  Introducing the e-safety policy to pupils 

E-safety rules will be posted in all networked rooms and discussed with the pupils at 
the start of each year.  

Pupils will be informed that network and Internet use will be monitored.  

E Safety is taught and reinforced constantly through the curriculum 

5.2  Staff and the e-Safety policy  

All staff will be given the Academy e-Safety Policy and its importance explained. 

 

Staff should be aware that Internet traffic can be monitored and traced to the individual 
user.  Discretion and professional conduct is essential.  

 
Staff are required to sign the ICT Code of Conduct for Staff.  
Breaches of the ICT Code of Conduct for Staff will be dealt with in accordance with the 
Barnsley E-Safety Incident Management Process flow chart –  
http://www.safeguardingchildrenbarnsley.com/media/13421/cypf_esafety_incident_ma
nagement_process_v1_0.pdf 

Staff are trained in e safety annually.  
New staff, as part of their induction pack, will be given an up-to-date copy of the e-Safety 
policy  

 

5.3  Parents and E Safety 

Parents and carers attention will be drawn to the Academy e-Safety Policy in newsletters 
and by sending out e-safety leaflets.  

The academy will maintain a list of e-safety resources for parents/carers.  

The academy will ask all new parents to sign the parent /carers Agreement Form for 
Internet Access, Children’s Image Use and Web Publication when they register their child 
with the academy.  

Internet issues will be handled sensitively to inform parents without undue alarm.  

A partnership approach with parents will be encouraged. This could include demonstrations, 
practical sessions, literature and suggestions for safe internet use at home.  

All parents will receive support and information as and where available.  

5.5 Anti Radicalisation and Prevent Duty 

http://www.safeguardingchildrenbarnsley.com/media/13421/cypf_esafety_incident_management_process_v1_0.pdf
http://www.safeguardingchildrenbarnsley.com/media/13421/cypf_esafety_incident_management_process_v1_0.pdf
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The internet provides children and young people with access to a wide range of content, 
some of which is harmful. Extremists use the internet, including social media, to share their 
messages. The filtering systems at Gooseacre Primary Academy block innapropriate content, 
including extremist content.  

Where staff, pupils or visitors find unblocked extremist content they must report to the 
Designated Safeguarding Lead and E Safety Lead immediately.  

We are aware that children may have access to unfiltered content when using the internet 
at home, and therefore, this policy refers to preventing radicalisation and related extremist 
content. Pupils and staff know how to report internet content that is inappropriate or of a 
concern. 

There is a chance a child may meet people online or visit websites that could lead to them 
adopting extreme views and becoming radicalised. Curiosity could lead to a child to seek out 
these people ot they could befriend a child in order to encourage them to adopt beliefs or 
persuade them to join groups whose views / actions would be considered extreme.  

There is no single driver of radicalisation, nor is there a single journey to becoming 
radicalised. The internet creates more opportunities to become radicalised, since it is a 
worldwide 24/7 medium that allows you to find and meet people who will share and 
reinforce opinions.  

 

 

What signs should we look out for?  

There are a number of signs to be aware of; Parents and Staff should look out for increased 
instances of:  

 A conviction that their religion, culture or beliefs are under threat and treated 
unjustly. 

 A tendency to look for conspiracy theories and distrust of mainstream media.  

 The need for identity and belonging.  

 Being secretive about who they talk to online and what sites they visit.  

 Switching screens when an adult / Parent/ carer goes near their phone, tablet or 
computer.  

 Possessing items: electronic devices, phones that parents have not given them or are 
aware of.  

 Becoming emotionally volatile.  

However it should be remembered that not all children/ young people who experience / 
display these factors adopt radical views.  

 

Referral Process:  
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Staff and visitors must refer all concerns about pupils who show signs of vulnerability or 
radicalisation to the Designated Safeguarding Lead, as using the agreed process as stated in 
the Safeguarding Policy.  

 

 

Policy Review 
These systems are reviewed on an annual basis.   
Policy date: June 2017  
Review Date: July  2018  
 
 
 
 
Related Policies: ICT, Behaviour, Equality, Anti-Bullying, Safeguarding, Special Educational Needs 
and Disability, Data Protection and Security 
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Appendix 1: Internet use - Possible teaching and learning activities  
 

Activities  Key e-safety issues Relevant websites 

Using search engines 
to access information 
from a range of 
websites. 

 

Parental consent should be 
sought. 

Pupils should be supervised. 

Pupils should be taught what 
internet use is acceptable and 
what to do if they access 
material they are uncomfortable 
with. 

Web quests e.g.  

 Google (with restricted 
access) 

 Ask Jeeves for kids 
 Yahooligans 
 CBBC Search 
 Kidsclick 

Exchanging 
information with 
other pupils and 
asking questions of 
experts via e-mail. 

Pupils should only use approved 
e-mail accounts. 

Pupils should never give out 
personal information.  

  
Pupils email teachers and 
other pupils in academy only 

Publishing pupils’ 
work on academy 
and other websites. 

 

Pupil and parental consent 
should be sought prior to 
publication.  

Pupils’ full names and other 
personal information should be 
omitted. 

Gooseacre Primary Academy 
Website  

Making the News 
Headline History 
Barnsley Learning platform 
Focus on Film 

Publishing images 
including 
photographs of 
pupils.  

 

Parental consent for publication 
of photographs should be 
sought. 

Photographs should not enable 
individual pupils to be 
identified. 

File names should not refer to 
the pupil by name. 

Gooseacre Primary Academy 
Website 

Making the New 
Museum sites, etc. 
Digital Storytelling 
BBC – Primary Art 

Communicating ideas 
within chat rooms or 
online forums.  

 

Only closed chat rooms 
dedicated to educational use 
and that are moderated should 
be used. 

Access to other social 
networking sites should be 
blocked. 

Pupils should never give out 
personal information.  
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